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1. Overview of Cryptyk Technology
1.1

Technology Summary

Cryptyk Inc. is building the first complete turn-key cyber-security and cloud storage solution from a
single vendor for all applications. Utilizing a decentralized hybrid cloud technology, the CRYPTYK CLOUD
platform is the first “one size fits all” cloud security and storage ecosystem for large enterprises, SMB’s and
individual users. In addition to developing a complete turn-key Software-as-a-Service (SaaS) product suite
for all cloud markets, Cryptyk is also delivering custom enterprise solutions that will later plug into the
turnkey product suite (once released in mid-2020). This product document describes the technology, market,
product design and business model for the complete turnkey security and storage ecosystem.
CRYPTYK CLOUD protects against all five major security threats to the cloud (external, internal, viral,
operational and surveillance threats) and is half the cost of existing multi-vendor solutions. For the
deployment of this hybrid decentralized platform, Cryptyk has created the Cryptyk Token (CTK) as the new
digital utility token to power an entirely independent cloud security and storage economy. When the
decentralized storage and security platforms are integrated with the decentralized CTK economy the result
is a complete product ecosystem with healthy incentive structures for all participants looking to adopt the
platform. For the hacker, profit is eliminated, and risk is added. For the customer cloud storage and file
sharing become much simpler, cheaper and vastly more secure. For the 3rd party software developer, income
can be generated by building applications on top of the ultra-secure open-source CRYPTYK platform. And
for any crypto investor or trader CTK tokens grow in tradable value as a direct response to customer
adoption and usage of the SaaS platform by both enterprises and consumers.

1.2

CRYPTYK CLOUD Product Suite and CTK Token Economy

The CRYPTYK CLOUD ecosystem consists of 3 integrated product platforms in VAULT, SENTRY and CTK;

1. VAULT is a decentralized cloud storage and file sharing platform for both enterprises and
individual consumers. When uploading files to VAULT, they first get encrypted and then divided
into 5 smaller pieces using intelligent randomization. These pieces are distributed separately
amongst 5 major independent cloud providers (eg: Amazon, Google, IBM, Microsoft, Box). This
design is passively immune to all large-scale external hacks, DDoS attacks and operational
failures. Moreover, viruses and malware cannot assemble themselves, execute or propagate.
Most importantly, due to the use of five Tier 1 cloud storage providers as independent storage
nodes, VAULT has a tested access latency of less than 200ms to enable real time applications
such as live editing and chat.

2. SENTRY is a decentralized cloud security tracking, logging, and auditing platform using
immutable blockchain protocols to record and manage all user and file activity. This acts as an
extra layer of decentralized security surrounding Vault by controlling user access, tracking file
sharing and auditing network communications. Sentry protects against both internal threats and
surveillance threats. When Sentry is combined with the passively secure Vault storage platform,
the integrated hybrid blockchain solution offers broad security protection against all five major
threats to the cloud. Separate blockchain protocols with different permission and privacy
structures are desirable for enterprise applications and consumer applications.

3. CRYPTYK TOKENS (CTK) are a decentralized digital token or online currency that can integrate
with multiple blockchain protocols. It can enable processing security auditing calculations for
the SENTRY platform using either public or private permissioned blockchains. CTK also acts as
an independent, secure, transparent, auditable, digital economy and payments platform that
creates economic incentives for all ethical users while removing many potential benefits for
hackers. CTK forms an underlying payments structure that incentivizes adoption by customers
and3rd party app developers. Moreover, file sharing and communications between users
enables viral adoption by enterprise customers, individual users, developers and investors.
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2. Cyber-Security Market Overview
2.1

Enterprise Security and Storage Markets

The enterprise cloud security and storage markets
are inextricably linked. While cloud storage offers massive
advantages for all business including employee mobility and
broad data accessibility for no capital costs, it also exposes
the business enterprise to inevitable cyber-security breaches
or hacks. Cyber-security costs for most individual
consumers might be relatively small compared to their cloud
storage costs. However, cyber-security costs far outweigh
cloud storage costs for most small-medium businesses and
all large enterprises. The cloud storage market is currently
forecast to be worth over $50 billion in 2019*. In contrast, the
cyber-security market that is supposed to protect that stored
data is now worth over $175 billion per annum*. In total the
cloud security and storage markets are currently worth over
$220 billion per annum and growing at over 20% CAGR.

2.2
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Industry Pain – Cost and Effectiveness

Spending $3.50 on cyber-security for every $1 spent
on cloud storage might seem a cost-inefficient pursuit.
However, the true reality is much worse. For every $1 spent
on security and storage over $5 is still lost to cyber-crime.
Conventional cyber-security strategies necessitate a
complex, multi-vendor approach that is not only expensive
but largely ineffective against a myriad of potential security
threats. By any measure, the cyber-security industry is losing
the war against the hackers. With over 2.5 billion personal
records stolen in 2018, global annual losses to cyber-crime
are forecast to exceed $1.2 trillion in 2019* growing at 30%
CAGR. A dramatic shift in security strategy is now required
to counter this trillion-dollar threat to all our personal online
data. The key to Cryptyk’s new strategy is to realize that
cloud security and storage are naturally intertwined with
each other. Hence security and storage should be the same
basic product. Both enterprise customers and individuals
want a single vendor solution for cloud storage and security.
Low cost decentralized storage is key to realizing this goal.

2.3
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Decentralized Storage with Inbuilt Security

The fundamental weakness of conventional cloud storage lies in its highly centralized nature. While
offering fast, reliable data storage at low commodity pricing, centralized storage networks also offer hackers
access to huge amounts of confidential data as soon as one or two layers of security have been breached.
However, decentralized technologies such as blockchain and multi-cloud storage are now emerging that can
dramatically reduce or even eliminate the attack surface of online data. Instead of trying to prevent inevitable
security breaches, decentralized storage can ensure that only a useless portion of any file can be stolen.
The tables can now be turned, and hacking will become a highly cost-inefficient and time intensive pursuit.
* Industry References: Gartner, Forbes, Markets & Markets, Breachlevelindex.com
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3. CRYPTYK CLOUD: Decentralized Cloud Security and Storage Ecosystem
Cryptyk Inc. is building the CRYPTYK CLOUD SaaS product
as a complete cloud security and storage solution for enterprise
consumers. CRYPTYK utilizes a “hybrid decentralized” design
comprised of three complementary decentralized platforms:
1. VAULT is a decentralized multi-cloud storage platform
for encrypted file management / sharing (not blockchain).
2. SENTRY is a decentralized blockchain-based platform for
tracking / auditing all user access and file-sharing events.

suite
and

VAULT

SENTRY

CTK

Multi-Cloud
Storage

Blockchain
Auditing

Blockchain
Currency

3. CTK is a decentralized blockchain-based token economy for powering adoption of CRYPTYK CLOUD.
The CRYPTYK security and storage platform is a single vendor solution for all businesses, enterprises,
and even individual consumers. The hybrid platform architecture offers dramatic reductions in potential
attack surface while halving operating costs. CRYPTYK offers broad cyber-security protection against all
five major threats to the cloud (ie: external, internal, viral, operational and surveillance threats), and includes
cloud storage in the same product bundle. The CTK Token will grow a strong customer and developer
community, while also providing incentives for users to stockpile CTK to save further on operational costs.

3.1

VAULT – Decentralized Multi-Cloud Storage

VAULT represents a paradigm shift for online security and cloud storage. Instead of trying to prevent
large scale online security breaches from occurring, it assumes unwanted breaches will remain frequent and
inevitable. This safe-to-hack multi-cloud storage platform passively ensures that any stolen data is rendered
useless to external hackers, while also being immune to the operation of viruses, malware and DDoS threats.
Each individual file is first encrypted and then sliced into 5
different portions or shards. Each of these file portions is then
encrypted again and stored separately on 5 third-party cloud storage
providers (such as Amazon, Google Drive and Box). The encryption
algorithm also determines a storage format that ensures storage
node redundancy and 24/7/365 operational reliability. Each file is
stored in a granular, distributed format across 5 independent cloud
storage providers, using 6 encryption keys per file. Importantly, all
encryption keys are only stored on the user’s personal devices and
offline back-up system. No encryption keys are stored in the cloud.
This encrypted, file-decentralized cloud storage design is
passively immune to large-scale external attacks on cloud storage
providers, even if data can be successfully copied and decrypted. File
decentralization also prevents viruses and malware from being able
to execute, even if successfully uploaded. Inbuilt storage node
redundancy also means the platform is immune to operational failures
and DDoS attacks against cloud providers. Consequently, VAULT
represents a storage format that is passively immune to three of the
five main cyber-security threats (namely external, viral and
operational). The only remaining threats to counter are from disloyal
internal sources and surveillance on individual users, which are
addressed by the SENTRY blockchain platform.
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3.2

(a) SENTRY – Decentralized Blockchain Auditing

SENTRY represents a uniquely powerful method of
providing cyber-security protection against both internal threats, and
surveillance or intercept threats. It leverages the immutable nature
of the blockchain network to provide a permanent auditable record
of all user access, file sharing and communication events. It also
creates an ever-evolving cyber-security ecosystem that provides
incentives for customer adoption, open-source development, and
economic participation or crypto-investment.
The SENTRY private permission blockchain engine offers
much more than simply monitoring user access and tracking all filesharing activities. It offers encrypted communications for email and
chat. It offers offline key back-up, digital leak protection, threat
analysis, data geo-fencing and user quarantining for network
administrators. It offers enterprise-level, group-level, user-level and
file-level security permission management. Most important of all, it
offers an open-source security and storage platform that can be
integrated into third party software products for industry-wide
security solutions. The independent crypto-economy that is
powered by the used of the SENTRY public blockchain network is
designed to incentivize third party developers and software providers to build APIs and plug-in integrations,
thereby organically expanding the range of product applications and features. The design also incentivizes
customers to trial the platform and stockpile crypto-currency to achieve significant cost savings from
revenue-driven currency growth over the long term.
SENTRY, when combined with the VAULT storage platform, forms the complete security and
storage solution offering highly effective, cost-efficient protection against all 5 security threats to online
data. Cryptyk’s hybrid blockchain platform is a complete security and storage product, an incentivized cybersecurity community and a crypto-currency economy with viral network adoption, all in one product.

(b) Hyperledger Blockchain Protocol
Cryptyk has developed a unique B  B  C business model where we sell to enterprise / business
customers and their individual customers organically migrate to become Cryptyk customers over time.
Importantly there are no customer acquisition costs for us in the consumer market. Hence the need for a
one-size-fits all solution that can be configured for both enterprises and individual consumers. While Sentry
can be configured to operate on many different blockchain protocols (eg: Ethereum, Bitcoin) we use 2
different versions of the Hyperledger platform due to customizability. Hyperledger is a private permissioned
blockchain protocol is well supported by Cryptyk partner IBM and so a natural choice. One version of
Hyperledger (Private) is configured for enterprise customers with blockchain nodes hosted on the
enterprise’s own servers. Another version of Hyperledger (Public) is designed for individual public users with
nodes hosted by Cryptyk and our enterprise customers (who get access to the Hyperledger Public network).
This dual private / public blockchain design allows for maximum security features for enterprise
customers, and also offers an advanced free product for our customers customer (ie: the individual
consumer). For every 10 nodes that an enterprise hosts for their own internal network they will also host 1
node free for the Sentry Public network. Consequently, all consensus processing costs for running the public
blockchain are paid by enterprises and Cryptyk. By configuring Hyperledger for a public user base, there are
no mining fees for blockchain processing services required for tracking file sharing and using other SENTRY
security features. Mining fees only apply for payments for SaaS products made in CTK Tokens using the
Ethereum network. Payments in USD will attract bank / credit card processing fees (more than CTK fees).
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(c) Blockchain Design and B  B  C Business Model
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Our improved dual blockchain design comprises the integration of two different Hyperledger Private
and Public platforms as shown below. Note each “O” in a square blockchain box represents a security
processing node on the specific blockchain as indicated. Each Private enterprise blockchain, and the Public
consumer blockchain, typically requires 10-20 nodes to operate the consensus-based verification and
security algorithms. Enterprise users will have either paid administration or paid employee accounts on the
enterprise version of the product platform (called SENTRY X) with the appropriate permission and security
structures. Most enterprise accounts will have 500GB – 1TB of VAULT storage. Administration accounts
will also allow tracking / quarantining of file sharing activities and monitoring of employee communications.
This is critical in managing internal and surveillance threats within an enterprise. Because enterprises also
have access to the public platform, this file and user transparency also offers administrators total control
of enterprise data with external 3rd party users that an enterprise employee has shared a file with (ie: sharing
outside the internal enterprise network). SENTRY X also includes advanced security features such as data
leakage prevention, forensic analysis and storage geo-fencing. Consumers have access to either a free or
paid version of the product platform (called SENTRY Lite or Pro) that uses the public blockchain for security
verification and auditing. This public consumer version will enable data storage, file tracking, user
quarantining, privacy setting and security management capabilities to varying degrees of sophistication and
storage size appropriate for individual user requirements. Profit sharing of paid Pro consumer revenues with
enterprise customers will enable our customers to offer a white label product to their retail consumers.

Cryptyk’s unique B  B  C business model leverages the viral adoption nature of file sharing from
our enterprise customers to their individual retail customers. It automatically penetrates the consumer
market with no customer adoption costs. There will be a basic free version of SENTRY with 1-2GB of VAULT
storage for consumers that can be upgraded to a professional version with more storage (eg: 100-500GB)
and advanced cyber-security features (eg: file quarantining). This “freemium” model will migrate free users
to paying customers over time. We estimate that 2-3% of consumer users will upgrade from the free version
(1-2GB) to the paid Pro version (100-500GB). For example, if Cryptyk sells to a bank with 25M customers,
we can then organically acquire 2% of their retail customers via the viral nature of file sharing using a profitsharing arrangement. That’s 500,000 new paying customers for no customer acquisition costs for Cryptyk.
Furthermore, we can establish profit-sharing arrangements with our enterprise customers. This effectively
offers a new free revenue source for our enterprise customers and also Cryptyk. Not only does Cryptyk offer
enterprises unrivalled cloud security and storage features, it also offers them a new “white labelled” ultrasecure storage product for their customers for a new revenue source. Every single enterprise customer can
now displace Google, Amazon or Box as a much more secure cloud storage option with vastly better security
features. It is an ideal product for banks and financial services companies to offer their retail customers.

3.3

CTK Tokens – a Decentralized Blockchain Economy

The Cryptyk Token (or CTK Token) is the new digital cryptocurrency for cyber-security and cloud
storage applications. It silently enables enterprises, businesses and individuals to purchase cloud security
and storage services in fiat currency and up to 20% of these payments are invisibly converted into the CTK
digital token. Hence customer purchases in USD effectively drive the CRYPTYK product operation and fuel
the CTK crypto economy. The blockchain design also enables securely storing confidential files, controlling
user access, tracking file sharing, encrypting all stored data and auditing all operations. These security
auditing services or transactions can be authenticated by a consensus of verification nodes on almost any
blockchain platform. Both the CTK Token and SENTRY platform are designed to avoid future obsolescence.
The SENTRY security auditing platform is blockchain “agnostic” and can be deployed on top of any
existing protocol including Ethereum, Hyperledger Fabric, Bitcoin, Stellar or Tron. Furthermore, the token
smart contract can be transferred from one protocol or coin design to another making it “future-proof”
against anticipated improvements in future blockchain protocols. Initially the CTK token has been built on
the industry standard Ethereum ERC20 protocol. However, it may be transferred to a new protocol in the
future if processing speed and scalability become issues on the Ethereum network. Due to inherent product
utility and unique token economic design long-term growth in CTK trading price and volume will be primarily
driven by customer adoption of the CRYPTYK cloud security and storage product suite (once released in Q2
2020). However, until the final product release, investor manipulation and crypto-currency market sentiment
will dominate CTK price and volume. Until then price will be highly volatile and not any indication of product
adoption. However, the aim of launching CTK before the final product release is to build significant liquidity
and trading volume so that customer demand for CTK tokens is readily transferred into CTK price increases.
VAULT and SENTRY products leverage the security and independence of the CTK crypto economy
to form the first complete, cost-effective cyber-security and cloud storage solution that can be used by
individuals, businesses and enterprises alike. It has the potential to revolutionize the global cyber-security
industry by eliminating the profit from hacking and removing risk from the cloud. The CTK economy is
structured with multiple incentives for all ethical participants including customers, developers, employees
and investor markets. The recently completed token sale and subsequent listing of CTK on global cryptocurrency exchanges in Q2 2019 is just the first phase of a 2-phase product deployment strategy. A tradable
liquid CTK currency with significant volume and an established history on crypto exchanges is highly
desirable before the release of VAULT and SENTRY. After product release customer demand of our
CRYPTYK product suite will dominate CTK price and volume. And only then will CTK be a true utility token.
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Consequently, the CTK Economy is just as much of a “product” as the VAULT and SENTRY products.
In fact, CTK product utility means all token sale purchases are considered product revenues instead of equity
investments from an accounting perspective. Token sale investors and CTK traders are investing in the
CRYTPYK product economy as opposed to investing in a security (such as shares in Cryptyk Inc). Investment
in a product economy has much greater potential for viral pricing growth via user adoption compared to an
investment in a security asset (where market sentiment and investor speculation solely determine price).
After the recent launch of the CTK economy on secondary markets (ie: cryptocurrency exchanges)
in Q2 2019 the CTK price is expected to have large price volatility solely dominated by market sentiment and
investor speculation (ie: just like a security token or public company share). Immediately after listing we
expected the CTK price to drop by 60 – 80% due to marketing partners cashing out payments and “pump
and dump” market manipulators dumping the token at any price (this is common with all new token sale
project listings). However, the price range for CTK during the first few months will be highly volatile until the
CTK price can stabilize somewhat and find a natural trading regime. We have forecast that CTK price may
vary between US$ 0.001 and US$0.03 during this period (0.1 and 3 cents). Regardless of price, during the 9
months between CTK listings and the release of VAULT and SENTRY product suite, our primary aim will be
to gradually build up our trading volume and liquidity so that the token is readily tradable on numerous crypto
exchanges. The trading price of the CTK token during this time will not be a major focus for Cryptyk’s token
management strategy. It will be CTK trading volume and price liquidity that will be our major economic focus,
as these factors are essential to establish before the launch of the CRYPTYK CLOUD product suite.
Cryptyk will commence product trials with strategic customer partners in Q1 2020. Once the final
product suite is released for public sale in Q2 2020 the CTK price will grow rapidly and short-term volatility
will subside. From detailed token economic modelling we estimate that customer adoption will drive CTK
price upwards by a factor of 3-10 every 9-12 months (based on CTK demand from forecast product revenues
as detailed in Section 6: Annual Report). However, positive market sentiment could increase this growth
potential significantly. Exponential CTK price growth will primarily be a direct result of product utility and our
unique token economic design including CTK buy-back structure. Forecast CTK pricing regimes are shown
below on a logarithmic scale between 0.1 cents and $100. Note that these forecast price regimes are based
on internal modelling and dependent on the company achieving product revenue targets. They do not
represent any guarantee of CTK price increases nor any warrantee against any potential losses for investors
purchasing CTK. Cryptyk accepts no liability for purchases or investments in CTK tokens that are based on
the forecasts published in this document. Forecasts are intended only as a guide to internal company targets
with an anticipated worst-case scenario of 5 cents by Q4 2020 and 50 cents by Q3 2021.

CTK Price Forecasts based on Customer Adoption Phases
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3.4

Advantages of CRYPTYK CLOUD Technology

Our hybrid blockchain technology has four inherent advantages as a total enterprise solution over existing
centralized and decentralized storage and security technologies (currently provided by 3-4 vendors).
(1) THE 1ST COMPLETE SOLUTION FOR ENTEPRISE
The CRYPTYK CLOUD platform is the 1st complete enterprise-class security
solution that includes cloud storage with broad protection against all external,
internal, viral, surveillance and operational threats (currently requiring at least
3-4 different vendors). Instead of a complex, piecemeal, multi-vendor strategy,
enterprises can now choose a simple, complete solution from a single vendor.

ATTACK
SURFACE

(2) MINISCULE ATTACK SURFACE IS HIGHLY EFFECTIVE
Decentralized platforms based on blockchain-only file storage (eg:
Sia, Storj, Filecoin) typically expose only 1-5% of the potential attack
surface to hackers compared to centralized storage systems.
However, hybrid blockchain has two rings of decentralization,
translating to a miniscule attack surface < 1% of blockchain-only
networks, and < 0.01% of conventional centralized networks.

(3) COST-EFFICIENT AND EVEN PROFITABLE
This single vendor, all-in-one, security and storage solution has dramatic cost benefits
over existing, patchwork, multi-vendor options. The CRYPTYK solution is typically 50%
of the total cost of equivalent multi-product solutions from 3-4 cloud vendors.
Furthermore, by stockpiling crypto-currency assets for future product purchases,
enterprise customers can directly drive up the currency value of the Cryptyk digital
economy via their own use, thereby increasing their operational cost savings over time.
Most importantly, our enterprise customers can generate new revenue streams from
their existing retail customers from profit sharing our white label product format.
(4) LOW ACCESS LATENCY
The biggest drawback of existing decentralized blockchain-only file storage
platforms (such as Sia, Filecoin and Storj) is their large access latency. Nobody
wants to wait 10-60 seconds to start uploading a single, small file. Consequently,
blockchain file storage systems are not suitable for live editing or real-time enterprise
applications. Their only real use case is for secondary backup storage of large-scale
batch file content. In contrast, CRYPTYK hybrid technology exhibits access latency <
200 milliseconds comparable to conventional cloud storage latency, enabling realtime applications like collaborative live document editing and network chat.

3.5

Advantages of the CTK Token Economy

The operational processing costs of the CRYPTYK security engine is driven by the payment of
Cryptyk Tokens (CTK) and also by conversion of fiat payments (USD). The private permission blockchain
design is a highly effective, cost-efficient method for providing protection against internal and surveillance
security threats. Moreover, the decentralized blockchain platform is perfectly synergistic with the
decentralized multi-cloud storage platform. Two separate rings of decentralization for file storage and user
access security auditing dramatically reduces the potential attack surface of the platform as a whole.
Ultimately, the immutability of the blockchain ledger means that user verification, file tracking and security
auditing functions are the primary use cases for CTK. In addition to fundamental token utility, the CTK
economy that the blockchain engine drives has four other ancillary functions and participant benefits;
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(1) VIRAL NETWORK EFFECTS
Cryptyk’s primary focus on financial, legal, banking, accounting and insurance
markets means that there is significant overlap between our enterprise customer
base and token sale investor base. A targeted CTK token sale event combined with
viral file sharing between users enables three powerful network growth effects to
occur over time. These network effects are (a) investor adoption via conversion of
customers, (b) customer adoption via conversion of investors, and (c) customer
adoption via conversion of our customer’s customer (ie: individual consumers).
(2) COMMUNITY DEVELOPMENT
The Cryptyk Token Sale was structured to provide incentives for enterprise customer
adoption and third-party developer participation. One third of all CTK tokens created
are to be managed by the non-profit Cryptyk Foundation entity. Of the 250M tokens
issued to the Foundation 50M were used for marketing the Token Sale and listing
on global crypto-currency exchanges. The Foundation will issue CTK to customers
for our initial product trial participation, and to open source developers for building
plug-ins for integration with third party enterprise software. This will ensure a
healthy, thriving, evolving community for all CTK participants.
(3) FUNDING PRODUCT DEVELOPMENT
One third of all CTK created via the token sale event were issued to investors (via 3
private pre-sale rounds and a global public sale round). The funds raised in USD, Bitcoin
and Ethereum are being used for product development and marketing. To launch a
minimum viable product at least US$2 million of capital was required (ie: minimum
raise amount). At the end of the CTK token sale we had received funds and tangible
assets totaling US$2.8M (ie: product sales paid in USD, BTC and ETH). We also
acquired $12.7M of intangible assets (ie: yet to be listed tokens via token swaps). An
additional US$2M of funds will also be raised in the near future via an equity investment round to ensure
sufficient runway for the completion of all product development and market launch activities until Q3 2020.
(4) LONG TERM VALUE
The fundamental utility of the CTK token is the primary driver of its long-term growth.
The more security and storage services sold by Cryptyk Inc. to enterprise customers the
greater the demand for CTKs compared to supply. Utility tokens driven by revenues offer
stronger, more immediate growth potential than securities which typically reflect market
sentiment of company earnings. Consequently, CTK value will grow directly with revenue
growth over the long term, irrespective of speculative market sentiment.

3.6

Economic Benefits of Token Utility

A security-based crypto-currency or digital token without real product functionality is typically
structured as an equity-based asset class (similar to company shares). The value of a security token (sold
via an STO) on public token exchanges is ideally supposed to reflect the value of company performance as
determined from company profitability or earnings. Earnings are equal to product revenues less product
costs and operating costs. However, there is no direct relationship between earnings and token value, so
company announcements are required to affect market sentiment. Furthermore, positive earnings typically
follow the start of product revenues by 12 -18 months and usually do not grow as quickly as revenues.
Ultimately, securities are totally dependent on how accurately market sentiment reflects company earnings,
and they are susceptible to market manipulation and sentiment. Hence, many security-based cryptocurrencies exhibit highly volatile price fluctuations that cannot be managed by the company or regulators.
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In contrast, the high product functionality of a utility token is
the key factor that drives its long-term growth in value. Purchasing
utility tokens is equivalent to investing in a product or commodity
rather than investing in company equity. Consequently, the success
of a utility token is primarily dependent on the success of product
revenues rather than company profitability or market sentiment. The
value of utility tokens can scale exponentially with customer demand
and transaction volume. This direct relationship is an inherent
behavior of all utility tokens, product commodities and many
payment cryptocurrencies. In the case of the CRYPTYK platform,
customer purchases of security and storage products directly drive
CTK demand versus available supply on global crypto-currency
exchanges. The more product sold in either USD or CTK currency,
the more the CTK price will increase because customer demand of
CTK will outweigh investor supply on crypto exchanges.

3.7

Typical Product Revenues
and Company Earnings

Earnings start
Revenues start

CTK Token Distribution and Circulation

The CTK Token Economy was created in Q1 2018 with a total supply of 750 Million CTK tokens fixed
forever. Of these 300 Million CTK (40%) make up the initial circulating supply sold to token sale investors,
crypto-currency exchanges, ICO marketing partners and for token swap asset acquisitions. Deployment of
the CTK economy as a tradeable asset on crypto-currency exchanges occurred in Q2 2019 and first listed
on the Cointiger exchange (see www.cointiger.com). No market making services or bots were used in the
deployment to let the market determine the true CTK value for at least 9 months before final product release.
Circulating tokens can currently be purchased, sold or traded on any crypto-currency exchange that
CTK is currently listed on (see www.cryptyk.com for updated list of exchanges). CTK can also be stored on
any ERC20 token wallet for long term storage. The remaining 450 Million CTK (60%) are owned by Cryptyk
Inc (250M or 33.3%) and the Cryptyk Foundation (200M or 26.7%). These vested CTK tokens will be released
in stages after the successful deployment and release of the complete CRYPTYK product suite to enterprise
customers to incentivize the team and strategic partners (ie: gradually released from Q1 2020).
Evolution of the CTK circulating economy:- Out of the current 300M CTK in circulation at the time of
publishing (Q2 2019), there are over 280 different CTK token holders listed on etherscan.io. These include
several crypto-currency exchanges that have at least 2000 customers in total trading regularly in CTK. This
token distribution translates to a current user base exceeding 2280 investors at least 6 months before the
final product release. The current market cap for our product economy is ranging between $2M and $3M
depending on daily token price. The current daily transaction volume for CTK ranges between 3M and 10M
tokens, and the current CTK price regime is between 0.2 cents and 0.4 cents. By all measures CTK already
has significant liquidity and trading volume suitable for high growth after the CRYPTYK product release.
When the final product is released in Q2 2020 we estimate that at least 20,000 traders and token
holders will be exchanging the highly liquid CTK currency at a price between 1 cent and 10 cent per token
(ie: 10x - 20x current price). After the product release we expect CTK price growth to exhibit similar
exponential growth for the first 2-3 years of enterprise customer adoption. As with all potentially volatile
cryptocurrencies, price variations and forecasts should be mapped on a logarithmic scale rather than a linear
scale. Ultimately CTK’s high growth rate will diminish as the CTK market cap approaches $1 billion. Please
see Section 6 (ie: Annual Report) for more information on internal financial forecasts for CRYPTYK product
revenues and associated CTK price growth. These financial forecasts should not be treated as anything but
an intended business forecast, and are no guarantee or promise that these prices will ultimately eventuate.
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The current distribution of CTK tokens among all 281 token holders is shown in the diagram below
(as of June 1st 2019). Between the time of listing on secondary markets in Q2 2019 and when the CRYPTYK
product is released in Q2 2020 the circulating economy will be fixed at 300 Million CTK or 40% of the total
CTK supply. This circulating supply will start to increase in Q1 2020 (see Section 3.9 below). Note that cryptoexchanges such as Cointiger are represented as a single token holder despite the fact they have thousands
of customers trading CTK tokens. All CTK token holder address lists, transaction records, economy metrics
and the ERC-20 smart contract address are publicly available at the following etherscan link:
https://etherscan.io/token/0x42a501903afaa1086b5975773375c80e363f4063#balances

3.8 Cryptyk Foundation and Global Community
The global Cryptyk community is a critical component of the entire CTK ecosystem and economy.
For any permissioned blockchain technology to grow into a widely used open-source platform, it must
correctly incentivize both customers and developers to accept, use and trade its crypto-currency. For this
reason, 200 Million CTK of all 750 Million CTK tokens created (or 26.7%) are to be managed by the non-profit
Cryptyk Foundation for the incentivization of customers and developers to participate in the CTK economy.
The primary function of the Cryptyk Foundation is to grow the Cryptyk community globally and hold regular
membership events to promote the CRYPTYK open source platform to both customers and developers.
Starting in Q1 2020 customer members of the Cryptyk Foundation will be offered free CTKs to trial
the CRYPTYK platform. They will also be offered additional discount incentives to stockpile CTKs for future
purchase of security and storage services. Developer members of the Cryptyk Foundation will be offered
attractive software development contracts (in CTK) to develop APIs and plug-ins for integration with thirdparty enterprise software platforms (using the Cryptyk Software Developers Kit or SDK). The Foundation will
also use CTKs to seed new research and development projects that are synergistic with the CRYPTYK
platform. Ultimately, the Foundation is responsible for managing the rate of release of new CTK’s into the
economy via customer and developer incentives. Consequently, the Foundation can act to manage the
liquidity of the CTK economy in order to minimize short-term volatility from opportunistic or speculative
investors. Furthermore, the more revenues generated by Cryptyk Inc. the more tokens go to the Foundation.
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Critical to Cryptyk’s SaaS business model is that all prices are fixed in fiat currency (eg: USD, Euros)
but are variable in CTKs depending on tradable value on day of product purchase. Payments for costs of
goods and services (COGS) are first made to our cloud vendors (ie: major third-party cloud storage providers)
in USD fiat currency, while profits can be retained in either USD or CTK digital currency. Customers can
purchase products in USD, 10-20%of which then gets converted into CTKs at the current exchange rate which
automatically places demand on the CTK market. Alternatively, customers can stockpile CTKs and advance
purchase several years of security and storage services. Given forecast modelling of CTK value growth with
product revenues, this strategy for customers might pay for 5 years of cloud security and storage services
for only 1 year of advance purchase of CTKs. For very large enterprise customers, this strategy is almost a
self-fulfilling prophecy. It is the customer’s own large advance purchase and use of the product that places
significant demand on the CTK market, driving up CTK price which translates into major purchase savings.
Market sentiment may affect short-term CTK pricing before final product release, with market
volatility and price growth dependent on overall market liquidity. Market liquidity is effectively the number of
tokens that can be bought or sold before price increases or decreases naturally occur on crypto-currency
market exchanges. The more market liquidity, the less market volatility and susceptibility to investor
sentiment or manipulation. The Cryptyk Foundation may improve market liquidity via the release of tokens
to customer and developer members. Regardless of market liquidity, once the product suite is released, CTK
value will increase over time due to network participation by customers, irrespective of market sentiment.
The CTK economy has been structured such that product utility and customer participation will be
more significant to CTK value than speculative market effects. Hence purchasing CTK utility tokens offers
potentially exponential price growth and more immediate returns on investment. This applies to both
customers of the CRYPTYK platform and participants in the CTK Token Sale Event. Because our customer
focus is on financial, banking, legal and investment industries there is large overlap between potential
customers and investors. This will result in a viral network effect that converts one into another. The best
way to create a truly committed community is to have your customers want to be your investors.
At the time of publication, the physical location and regulatory jurisdiction for Cryptyk Foundation
Tokens has yet to be decided. Cryptyk Foundation Tokens have been reserved in cold storage and will be
assigned to a yet-to-be created non-profit entity before Q1 2020 (when they will be required to be issued to
strategic customers for the initial product trials). At this stage, the leading contenders for the location of the
Cryptyk Foundation non-profit entity are Australia, Switzerland, Singapore and Andorra (see Section 3.10).

3.9

CTK Token Economic Design

The CTK Token Economy is structured within a framework that offers the potential for the economy
and technology to evolve and change over time. Because our SENTRY blockchain platform uses other
blockchain protocols to power its security verification and encryption processes the platform is effectively
blockchain agnostic. The CTK smart contract and exchange engine can sit on top of both public protocols
such as Ethereum and private permissioned protocols such as Hyperledger Fabric. One of the key reasons
for creating the CTK token is so that the CRYPTYK platform can be integrated with a public blockchain that
uses currency mining to pay for encryption and algorithm processing (unlike a typical private permissioned
protocol). If a future public blockchain protocol is developed that is superior to current design, as detailed
in Section 3.2(b), Cryptyk will be able to migrate to next generation blockchain protocols if advantageous.
This ensures that the Cryptyk platform can evolve with technology advances and effectively be future proof.
The initial structure for the CTK economy comprises a total supply of 750,000,000 CTK tokens (fixed
forever) which are assigned into 3 different token pools with different purposes and vesting conditions.
(1) 300,000,000 CTK for Token Sale Investors & Marketing Partners (Initial Circulation starting Q2 2019)
(2) 200,000,000 CTK for Cryptyk Foundation (Community Incentives starting Q1 2020 product trials)
(3) 250,000,000 CTK for Cryptyk Shareholders (25% Annual Vesting starting Q2 2020 product release)
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Initially, only 300 million CTK owned by Token Sale Investors and Strategic Marketing Partners were
available to be purchased and sold on cryptocurrency exchanges or via over-the counter trades (ie: OTC
trades). Product trials are scheduled for Q1 2020 when community incentive payments to enterprise
customers for free product trials will continue until such incentives are not required for sustained growth in
customer adoption rates. The final product release is scheduled for Q2 2020. As soon as customers start
purchasing monthly SaaS products 10%-20% of all revenues will go to CTK buy-backs for the community.
Consequently, over time there will be a staggered release of CTK tokens into circulation phased with
the product trial phase, initial customer adoption and then product sales growth. Initially 50 Million CTK will
be issued to strategic customers and app developers in Q1 2020 for the initial product trials. Once the
SENTRY and VAULT product suite has been successfully launched to the market (in Q2 2020) 25% of the
250 Million tokens owned by Cryptyk Shareholders will start to enter the circulating supply. The remaining
75% of Cryptyk Shareholder tokens will enter the circulating market at a rate of 25% (or 62.5 million) annually
contingent on meeting company milestones. Furthermore, additional CTK from the Cryptyk Foundation will
also slowly enter the market after product release. This will occur via issuance to new strategic customers
and 3rd party app developers on a case by case basis. The current CTK circulation on the secondary markets
is 300 Million CTK tokens. Hence, after the successful trial and product release in Q1/Q2 2020 the circulating
CTK economy will grow every year for the next 4 years up to the 750 Million maximum level. Hence, as
opposed to Bitcoin that uses an algorithm to manage the release of new currency into the economy, the CTK
economy will be manually managed by the Company and Foundation for adjustable token price stability.
Manual management of token release has the advantages of being able to adjust the circulating supply to
best react to (a) product revenue growth rates (b) market liquidity issues and (c) external market forces.
When customers purchase Cryptyk SaaS products at fixed fiat prices (eg: USD or Euros), between
10% and 20% of these fiat revenues will purchase CTK tokens from the secondary markets (ie: global crypto
exchanges). Company profits are retained after vendor costs, operational expenses and CTK purchases
have been completed. Both Cryptyk Inc. and the non-profit Cryptyk Foundation (which manages the release
of CTK into customer and developer communities) receive the CTK generated by customer adoption to be
stored in separate pools. This ensures that both the Company and Foundation can manage the growing
token economy by having manual control of both influx and outflux of CTK into the secondary markets. The
exchange of fiat currency into CTK is adjustable with CTK profit sharing between Cryptyk and the Foundation
managed automatically by the CTK Token Exchange Engine (as shown below).
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4. Business Model and Product Roadmap
4.1

CRYPTYK CLOUD SaaS Product Suite

Cryptyk Inc. is building the CRYPTYK CLOUD platform as a complete enterprise-class cloud security
and storage solution for large enterprises, small-medium businesses (SMBs), professional users and even
individual public consumers. This complete market approach necessitates three different versions of the
VAULT and SENTRY product bundle for each customer type, delivered as a Software-as-a-Service (SaaS)
product suite. Leveraging our unique B  B  C business model we sell to Enterprise customers, who then
issue free Lite versions to their individual customers. We expect 2-3% of Lite users will upgrade to the Pro
version after 6 months which then generates added revenues which we share with our enterprise customers.

The basic ‘Lite’ version is free for all individual users and will include 2GB of secure cloud storage.
This free VAULT storage account is passively immune to external, viral and operational threats. Any
individual that a CRYPTYK user shares a file with also receives a free 2GB VAULT account with a basic Lite
version of SENTRY offering essential security features. Users may then upgrade to the paid ‘Pro’ version
which includes advanced security capabilities such as file tracking plus 100GB of VAULT storage. This paid
Pro version will cost $10 / user / month and is ideally suited for professional users and SMBs. Cryptyk will
retain 67% of Pro product sales while 33% will be paid to our enterprise customers as a new revenue stream.
The fully featured ‘Enterprise’ version of the VAULT and SENTRY X product bundle is priced from
$10 to $25 / user / month depending on user size. Included are advanced features such as User Analysis,
Digital Leak Prevention, Geo-fencing, Shadow Data Analysis, Remote Wipe and User Quarantining. The
SENTRY X platform protects against internal and surveillance security threats and includes at least 500GB
of VAULT cloud storage per enterprise user (ie: employee). Enterprise markets are our primary focus and
the acquisition of enterprise customers will be the main focus of our initial sales efforts. Acquisition of
individual and SMB customers will occur automatically via enterprise customers sharing confidential files
with their customers and then 2-3% of these free Lite customers are expected to upgrade to the paid Pro
version. We offer our enterprise customers 33% of Pro revenues as a new revenue stream from their existing
customer hence incentivizing them to promote the product to their existing customer base. Hence acquiring
an enterprise customer means acquiring their customer base and sharing the profits with the enterprise.
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4.2

Go-to-Market Strategy and Customer Adoption

The CRYPTYK CLOUD platform is ideally suited as the
most secure file storage and sharing solution for use by large
enterprises in all major industries. However, our initial focus is on
industries that need to store large amounts of confidential user
information, are a major target for hackers, and who also have
significant regulatory compliance requirements. As a complete
single vendor solution, we also want to target industries that have
yet to migrate their employees to the cloud because of concerns
with cyber-security and operational complexity. Hence Cryptyk will
specifically target markets in the financial services, banking,
investment, legal and insurance industries. CRYPTYK CLOUD is
the first complete cloud solution that meets the stringent cybersecurity and compliance requirements of these customers. Once these security conscious industries adopt
CRYPTYK CLOUD for their cloud security and storage solution, many other industries will follow suit.
By first targeting the financial, banking, legal, accounting and insurance
industries the CRYPTYK CLOUD platform will quickly generate viral adoption by
individuals via file sharing between these enterprises and their hundreds of
millions of customers. We believe customers will readily trust banks as a
secure cloud storage option simply because of their assumed level of security.
By profit sharing the paid Pro revenues with our enterprise customers, they will
be incentivized to promote the Pro product offering to their millions of retail
customers. Our enterprise customers get a complete cloud storage and
security solution for half the cost of comparable multi-vendor solutions, and
they also get a free new revenue stream.
It is significant to note that there is a large market overlap of the
financial services industry with investors and media in the crypto industry.
Consequently, the listing of the CTK Token as a tradable cryptocurrency before
the initial CRYPTYK CLOUD platform release will assist our other marketing
efforts targeted at the financial services sector. The listing and promotion of
CTK on global exchanges will seed our initial market penetration for the
financial, legal, accounting and insurance industries. However, this will only
create a founding community of interested participants and supportive
believers in the CTK economy. It will not directly create enterprise participants
in our product trial phase or convert investors into long-term customers. For
this purpose, the Cryptyk Foundation will be responsible for growing the initial
community of CTK participants and converting them into paying customers.
Key to achieving this goal will be the organization of community events and the
provision of attractive benefits for participation in the product trial phase in Q1
2020, and ultimately for the purchase of the product release in Q2 2020.
The acquisition of targeted enterprise customers will automatically result in the conversion of our
customer’s customer into free platform users (ie: individual consumers). Our customer adoption modelling
assumes that 2% of these free users will upgrade to the paid professional version of the platform within 6
months of use. As an example, if we acquire an enterprise customer with 10,000 employees and 20 million
customers, we assume we will also acquire up to 400,000 additional paid Pro users after six months. Cryptyk
will generate US$6 per user per month from these paid Pro users while the enterprise customer will receive
US$4 per user per month. Cryptyk will be responsible for all vendor and operational costs for the platform.

17

4.3

Competitive Analysis

The hybrid blockchain platform combines the best features of 3 different decentralized networks to
provide a broad range of product features, capabilities and incentives that meet the security, cost and
performance requirements for real-time cloud applications used by large enterprises. Moreover, the
CRYTPYK CLOUD platform offers versions that meet the much lower pricing demands of consumers.

In comparison to conventional enterprise-class cyber-security solutions for centralized cloud
storage which typically eliminate 90% of the attack surface, the CRYPTYK CLUD platform can eliminate >
99.99% of the potential attack surface exposed to hackers. It also offers a complete security and storage
solution from a single vendor compared to the 2-3 vendors that are required for equivalent conventional
solutions (eg: Amazon plus Netskope plus Nortons). This translates to dramatic cost reductions of up to
50% at a price of $25 / user / month. The Pro version makes our enterprise-class cyber-security solution
affordable enough for SMBs and even individual consumers at $10 / user / month. The Pro version of the
product bundle offers orders of magnitude more cyber-security protection than equivalently priced cloud
storage offerings for SMBs and consumers. The choice of Enterprise, Pro or Lite versions means that this is
the first vendor that offers a “one-size-fits all” technology for all customer types. Regardless of potential
advantages for consumers, CRYPTYK CLOUD is the first complete security and storage solution for our
target market of large financial service organizations that store large amounts of confidential data.
In comparison to decentralized blockchain file storage systems (eg: Sia, Storj, Filecoin), the two
rings of decentralization built into the CRYPTYK CLOUD platform can reduce the potential attack surface
exposed to external hackers by an additional factor of 100 or more. Blockchain-only platforms also do not
offer protection against internal and surveillance threats which are a requirement for enterprise-class cybersecurity solutions. Hence, they are very much targeted at the consumer market where internal threats don’t
normally manifest. Most importantly, blockchain access latencies are typically between 20 and 60 seconds
compared to the low access latency of the VAULT multi-cloud platform (ie: < 200 msec). The large latencies
of blockchain platforms for file storage restrict their application to uploading large batch file content as a
data back-up service. Hence blockchain-only platforms cannot be used for real-time cloud applications
required by enterprises, such as real-time file editing and collaborative work applications. Ultimately
blockchain file storage platforms cannot compete in the enterprise market space. Their large access latency
and lack of enterprise-class features means they can only be sold to the small consumer back-up market.
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4.4

Plug-in Applications

The fully integrated CRYTPYK CLOUD product
suite including VAULT, SENTRY and the CTK economy
will provide an ultra-secure storage and security
platform that many other applications and software
products can be built on top of. To enable 3rd party
developers to build applications on top of our platform
we will provide open source Application Programming
Interfaces (APIs) and a Software Development Kit
(SDK). While we will incentivize the development
community to integrate their own applications with
plug-ins to the CRYPTYK CLOUD platform, we will also
build some fundamental plug-ins ourselves (eg: plugins for MS Office, Adobe, Digital Wallets, Chat, Email).
Ultimately, almost every software application now
requires secure storage. Hence our open source plugin tools will enable a huge range of potential apps to
be built on top of our encrypted decentralized product
suite to grow into the 1st truly secure cloud ecosystem.

4.5

Industry Landscape

The Cloud Storage and Security industry landscape consists of a wide variety of players including
(a) major cloud storage providers such as Google, Amazon, Box and IBM, (b) major consumer security
players such as McAfee, Nortons and Symantec, (c) the leading enterprise security market players such as
Cloudstrike and Blue Coat, (d) small niche market players such as Filecoin, Sia and Bankvault, and (e) small
technology visionaries that includes Cryptyk. The various companies are mapped in the graph below,
classified on their ability to execute business strategies versus the completeness of their technology vision.
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Many enterprise security companies (both large market leaders and smaller technology visionaries)
have been recently acquired for between $290 Million and $4.6 Billion by major cloud players including
Microsoft, Cisco, McAfee and Symantec. Furthermore, Cloudstrike recently completed a $7 Billion IPO on
the Nasdaq stock exchange. It is important to note that all the other major cloud storage and security players
including IBM, Amazon, Google, HPE and Nortons are actively pursuing suitable acquisitions in the enterprise
security space. Importantly, Cryptyk is an IBM embedded solutions partner. IBM are assisting us with our
product development efforts and will act as a strategic sales channel partner for the US banking market
(they have over 80% share of the banking IT market). No doubt if Cryptyk technology becomes successful
in the banking sector IBM will be at the head of the pack in terms of acquisition suitors. For this reason, we
have refused to entertain equity investment offers from IBM so we can maintain a degree of independence.
Niche market players including blockchain storage companies Filecoin and Sia are focused on very
small consumer facing market niches. However, of specific importance to Cryptyk in the niche market space
is Australian cyber-security company Bankvault. They have developed a highly secure web browser product
to protect the user device from spyware and phishing threats. This end-point security perfectly complements
our decentralized cloud storage security platform and will make the ideal web portal to securely view and
edit stored files online. When integrated with Cryptyk technology the result will be complete protection for
both the enterprise’s online data and every user access device or network end-point. Hence, we have formed
a strategic partnership with Bankvault to provide improved end-point web security for our platform users.
The diagram below demonstrates the completeness of the Cryptyk vision compared to the highly
fragmented and application specific nature of the existing cyber-security industry. There are literally
hundreds of large and small security players focused on 30 different classes of cyber-security products and
services. The CRYPTYK platform (using browser technology from strategic partner Bankvault) addresses 20
of these 30 product classes. The remaining 10 cyber-security classes that the CRYPTYK platform will not
address are either highly industry specific or involve selling test / analysis services instead of SaaS products.
In truth, no other security solution has ever been so ambitious as to provide a complete “all-in-one” security
solution for both enterprises and consumers. Moreover, CRYPTYK is the 1st security solution to include cloud
storage for free. Consequently, the potential for industry wide disruption across all niche markets is clear.
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4.6

Product Roadmap

The CRYPYTK CLOUD project has already spent almost 3 years in research, platform design,
prototype development, security analysis, beta testing and configuration optimization. Experimental
prototype and beta testing with strategic customer feedback analysis has been critical in optimizing the
technology design for the CRYPTYK CLOUD platform and CTK Token economy. From a broad platform
perspective, product development is divided into 4 product classes that when integrated together comprise
a complete open source cloud security and storage ecosystem. These product classes are defined as (1)
the VAULT multi-cloud storage platform, (2) the SENTRY blockchain auditing platform, (3) the CTK Token
Economy and Exchange Engine, and (4) the Open Source Application Plug-in Suite using API and SDK tools.
CRYPTYK’s product development history and future roadmap is shown in the figure below. Note that
yet to be completed tasks are indicated in red text, and that integration tasks include internal testing. As the
core technology of the product suite, the VAULT decentralized cloud storage platform has been our primary
focus for the first few years of development. This platform has been extensively performance optimized and
beta tested and is effectively 95% complete. Development of the SENTRY blockchain auditing platform
comprises two components, namely the SENTRY Private Enterprise blockchain platform and the SENTRY
Public blockchain platform. SENTRY development has been proceeding for almost 6 months and is expected
to take another 6 months to complete. The CTK Token was created in 2018 and the CTK economy was
launched on global crypto exchanges in Q2 2019. Once all these components are completed and integrated
together, plug-in tools will then be built to complement the fundamental product suite with an ever-increasing
range of software applications from third party developers. Once all product classes are completed and
integrated, product trials with strategic enterprise customers will commence in Q1 2020 so that any potential
bugs can be fixed, and recommended improvements be made. Our target date for the final release of the
product to US customers is Q2 2020. Product releases in other key geographic regions such as Australia
and Europe will occur in staged launches based on securing partner access to cloud storage node providers.
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